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1. Introduction



On the Robustness of ML Models

|Goodfellow et al. 2015]
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Baseline Approach: Linearizing Objective Function
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e Fast Gradient Method (FGM) [Goodfellow et al. 2015]
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Baseline Approach: Linearizing Objective Function
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e [terative Fast Gradient Method (FGM) [Goodfellow et al. 2015]
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Connections with Wasserstein Robust Optimization
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p-Wasserstein DRO Approximation
[Sinha, Namkoong, Volpi, Duchi, 2020]
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[Wang, Gao, Xie, 2021]
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Literature Review
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Entropic Regularized p-Wasserstein DRO Approximation

[Wang, Gao, Xie, 2021]
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1. Entropic regularization brings computational benefits

2. Entropic regularization introduces absolutely continuous worst-case distributions



Regularized Adversarial Robust Learning
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Regularized Adversarial Robust Learning
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2. Strong Duality



Strong Dual Reformulation

Under mild conditions, Vprimal=Vdual:
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Strong Dual Reformulation

Under mild conditions, Vprimal=Vdual:
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Strong Dual Reformulation

Divergence
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Strong dual for un-regularized case (n=0) [Gao et al., 2022]:
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Extension of Laplace’s Method

Divergence
)

( ) Choice of f(x) VDual
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Consistency property (regularized adversarial loss
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Example: f{x) = {0 <x < a™'}, Vpya = =P, [AV@Ra,@Zap(f (- ;‘9))]
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(P*,v*) = argmax < E,p
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Entropic Regularization:
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Quadratic Regularization:
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Landscape of 3-layer neural
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Absolute Value/Hinge Loss Regularization:
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3. Algorithm Design



Tractable Algorithm

e Ideal formulation:
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Tractable Algorithm

e Approximation:
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Tractable Algorithm

e Approximation: = F'(0)
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Tractable Algorithm
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Complexity for Optimizing F

* Ideal formulatig
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4. Statistical Analysis



Regularization Effects

* Regularized adversarial learning:
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Regularization Effects

* Regularized adversarial learning:
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Regularization Effects

* Regularized adversarial learning:
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Regularization Effects

* Regularized adversarial learning:
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O Interpolates between gradient norm and variance regularization!



5. Numerical Study
and Conclusion



Numerical Study: MNIST Classification

e Goal: Classification with 8 X 8,6 X 6 convolutional network and ELU activation

» Training data: MNIST handwritten digits with 6 - 10* samples

+ Testing data: digits with 10* samples, perturbed by random/adversarial £51C ., noise
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Numerical Study: Reliable Reinforcement Learning
» Standard Q-learning: O(s’, a’) « (1 — a)Q(s', a") + ar(s’, a’)
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Numerical Study: Reliable Reinforcement Learning

(Strong Gravity)

Environment Regular Robust

Original MDP 469.42+19.03 | 48711+9.09
Homuepoley | 187.63:29.40 | 3941241201
"jrstl:';':f;'o':’;')"’ 355.54+28.89 443.17+9.98
rorturbed MBP | 271.4142070 | 418.42+13.64
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Conclusion

e f-divergence regularization for adversarial
robust learning (co-Wasserstein DRO
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Conclusion

o f-divergence regularization for adversarial

robust learning (~-Wasserstein DRO)

e Efficient Algorithm using Multi-level Monte

Carlo Sampling
: Choice of :
Algorithm Loss Divergence Complexity
Random Convex/Nonconvex | Arbitrary/KL- . h x4
Sampling Smooth Divergence O )/0(077)




Conclusion

e f-divergence regularization for adversarial
robust learning (~-Wasserstein DRO)

e Efficient Algorithm using Multi-level Monte
Carlo Sampling

e Regularization effects under different
scaling regimes of p/7
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